
Third party sharing of your personal information (Smart AC Program) 

Along with the LG Smart Home Service Privacy Policy, by agreeing to this Agreement, you 

are consenting to share your data with third party service providers for the demand response 

service that you may opt to manage the energy consumption by monitoring and controlling 

your Products including WiFi air conditioner (“Smart AC Program”). Based on your consent 

to participate in the Smart AC Program, LG Electronics Inc. (“LG”) will provide your 

information to the Consolidated Edison Company of New York, Inc. (“Con Edison”) and 

ThinkEco Inc. (“Think Eco”), (Con Edison and ThinkEco may collectively referred to as the 

“Third Parties”) in order to provide the Smart AC Program. If you do not consent to this 

Agreement, LG will not share information collected from your Products with the Third Parties 

to provide the Smart AC Program. Please note, depending on where you live and what model 

of Products you own, the Smart AC Program may not be available to you. 

 

A. User and product information for connecting Products 

The Third Parties will be provided with the following information required for registering your 

Products to the Third Parties’ services.  

- User information: user id (non-personal information), email address, access token, refresh 

token, time stamp 

- Product information: device ID, alias name, device type, model name 

 

B. Products’ current status information 

The Third Parties will be provided with your Products’ status reports upon request.  

 

C. The right to remote control your Products 

The Third Parties will be provided with the right to remote control your Products.  

 

D. Upon your consent to this Agreement: 

1. Information stated above (“Information”) will be provided to The Third Parties and be used 

and the personal information will be retained until you withdraws from the Third Parties’ 

services.   

2. Except for the Smart AC Program sets out in this Agreement, you acknowledge that third 

parties’ services are outside the scope of LG’s privacy policy. Please refer to the Third 

Parties’ “privacy policy”. LG shall not be liable for the privacy practices of such third 

parties. 



3. Information may be transferred to countries other than where you reside (e.g. United 

States). The data protection laws of those countries may not offer the same level of 

protection as those in the country where you are located.  

4. Information exchanged between LG and the Third Parties will be encrypted when being 

exchanged.  

5. You can revoke your consent to LG’s sharing of the Information described above and this 

Agreement can be terminated by contacting the Third Parties’ customer service at 1-800-

682-0152 and unregister the Product or withdraw from the Third Parties’ services.  

6. LG shall not be liable for any damages of any kind resulting from the Third Parties’ services. 

 

LG Smart Home Service Privacy Policy 

 

 

By consenting to this Privacy Policy, you give us permission to use your data as described 

herein. You also consent to the LG Smart Home service and application(s) (together the 

"Service") gaining access to information stored on your mobile device or smart product(s) 

("Product" or "Products") manufactured by LGE and/or its affiliates as described herein. 

Your consent is voluntary. However, if you do not grant consent, we will not be able to provide 

services to you; in this case, you cannot use the Service. 

 

IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS PRIVACY 

POLICY, PLEASE DO NOT USE THE SERVICE.  

 

1. Introduction 

 

This Privacy Policy sets out how we collect, use, and share information that we obtain as a 

result of your use of the Service. 

 

Depending on the country where you are based and the model of Product that you own, the 

features of the Service may have different names and may be combined with other features. 

LGE reserves the right to add or remove services from its Service and to modify its Service 

from time to time. 

 

LGE’s Service may provide access to websites and links to other services owned and operated 

by third parties. These third party services are outside the scope of this Privacy Policy and have 

their own policies that apply to the collection, use, and sharing of information in connection 

with their services. We encourage you to read those policies. LGE is not responsible or liable 

for the privacy practices of such third parties. 

 

The Service is offered to LG Account users. Therefore, if you are an LG Account user, your 

use of the Service is subject to the LG Account Privacy Policy. However, to the extent that 

there are any inconsistencies between the LG Account Privacy Policy and this Privacy Policy 

(whether as a result of the use of inconsistent terminology or otherwise), this Privacy Policy 

will prevail as regards to your use of the Service. 

 



2. What information does LGE obtain? 

 

The information that we may receive when you use the Service falls into the following 

categories: 

 

 Contact Information. We collect your name and phone number when you call us 

with any questions or ask for a repair. 

 Device Information. We automatically collect information about your Connected 

Devices that you use with the Service. Device Information may include information 

to authenticate your Connected Device with our servers such as product code or 

model number, your IP address, product category or nickname of your device, F/W 

and S/W information, country code or device id(MAC Address, UUID, connected 

wireless router (SSID, etc.), etc.). We may also collect your Controlling Device(e.g., 

smart phone, smart TV, tablet, etc.) information  such as country code, language, 

OS, time zone, network, memory capacity, IMEI, UUID, connected wireless router 

(SSID, etc.), etc. 

 Account Information (LG Account users only). When you first register with the 

Service, you will be asked and prompted to enter certain information, such as your 

email address (which will be your user ID), password, country, and birth date. If you 

sign into our website/Service with your third party logins (e.g., Google, Facebook, 

Amazon or Line), you authorize us to collect such third party login information, 

including your email, profile name and mid (an identifier used by Line).  

 Usage Information. Usage Information refers to all information collected from the 

Connected Device or Services such as the status of the Connected Device, how much 

electricity it has used; what action has been applied to the Connected Devices or 

Service such as clicking logs; your registration details provided through the Service, 

diagnosis information when there is a problem, energy data; or how you may be using 

our products or services.  

 Video/Picture/Voice Information. When you trigger camera or video services, or 

use voice command operated services, we may collect videos, pictures, or voice 

information. 

 Purchase Information. When you use automated purchasing services we may collect 

information on what was purchased and your purchase history. 

 Indoor Air Quality information. When you use air purifiers, we may collect the 

information of dust, odor, temperature, humidity, etc. 

 IP Address. When you use the Service, we may automatically log your IP address 

(the unique address which identifies your computer on the internet) which is 

automatically recognized by our server. 

 

3. How will LGE use the information it obtains? 

 

We use your information that is collected through the Service primarily for the following 

purposes:  

 

 To deliver or provide the Service;  

 To alert you of special offers, updated information, other new Products or Service, or 

to forward promotional materials to you;  

 To complete a transaction or service requested by you;  



 To fulfill the terms of a promotion;  

 To ensure the Service are relevant to your needs and to help us create and publish 

content most relevant to you;  

 To notify you about a material change to this Privacy Policy or the Terms of Use of the 

Service, if necessary;  

 To allow you access to limited-entry areas of the Service;  

 To allow you to upload content or to add a comment to the Service;  

 To contact you in response to sign up forms such as “Contact Us” or other inquiries; 

 To provide preventive diagnosis and maintenance services in advance before you 

experience any possible issues with your Products which may include contacting you; 

 To provide energy consumption management services if you agree to participate in 

demand response service; 

 To analyze, review, and improve the Products or Service we offer and understand how 

customers are using the Products and Service;  

 To develop new Products and Service we offer; 

 To provide you with a user-friendly navigation experience;  

 To protect and defend our rights and property, including by way of legal proceedings 

and to comply with regulatory requirements;  

 For marketing; and  

 For internal record keeping.  

 

We may combine information obtained from your Services, including personal information, 

with information that you provide to us by other means, for the purposes consistent with this 

Privacy Policy. We also may receive your information, including your email, from third-party 

social networking services (e.g. Google) when you choose to connect our Services with those 

social networking services. 

 

4. Information Sharing  
 

Affiliates and Subsidiaries. LGE may share personal information and non-personal 

information with its affiliates and subsidiaries around the world for the purposes described in 

this Privacy Policy. The term ‘affiliates’ or ‘subsidiaries’ refers to group companies who may 

be using LG name or who has common ownership or control such as LG CNS. 

 

We generally do not share with third parties the information we receive as a result of you 

using the LG Smart Home Service. Nevertheless, please be aware of the following 

circumstances where we may share such information with the following entities: 

 Third Party Service Providers. We may share your personal and non-personal information 

with third party service providers to enable LG Smart Home Service or if you agree to 

participate in the demand response service provided by Consolidated Edison Company of 

New York, Inc. (“Con Edison”) and ThinkEco Inc. (“Think Eco”),  we may share your 

user ID, email address, access token, refresh token, time stamp, device ID, alias name, 

device type and model name with those third parties for the purpose of monitoring and 

controlling your Products to manage the energy consumption; 



 Other Parties When Required by Law. As required by court order or other government 

or law enforcement authorities in order to comply with legal process or law; 

 Other Parties in Connection with Corporate Transactions. In connection with a 

corporate event, such as a merger or sale of all or part of LGE’s business (including that of 

a division or subsidiary), where LGE may need to disclose information to a potential buyer 

and its professional advisers; 

 Other Parties When it is Necessary to Protect Our Service. In order to protect and defend 

our rights and property, including by way of legal proceedings; 

 Other Parties When it is to Protect Any of Our Users’ Personal Safety or Property. In 

order to protect the personal safety or property of our users or the public. 

 

5. Collection and Use of Information from Children under the Age of 13  

 

Protecting the privacy of children is important to us. LGE does not knowingly collect or 

maintain personal information from anyone under the age of 13 or knowingly allow such 

persons to use the Service. If you are under 13, please do not attempt to register on the Service 

or provide LGE with any personal information. If LGE learns that a child under 13 has provided 

us with any personal information, LGE will promptly delete such personal information. 

 

6. Overseas Transfers  

 

We, our affiliates, subsidiaries, suppliers, and third party service providers may use information 

(including your personal information) in countries other than where your Product is located in 

connection with providing you with our Service and any other purposes outlined in this Privacy 

Policy. The data protection laws in many of these countries may not offer the same level of 

protection as those in the country where you are located. However, before transferring your 

personal information we will take steps to ensure that such information will be afforded the 

same level of protection. By agreeing to this Privacy Policy you expressly consent to us and 

our business associates and suppliers processing your data in any jurisdiction, including, 

without limitation, Republic of Korea and the United States in accordance with this Privacy 

Policy. 

 

7. How long will LGE keep my personal Information?  

We will take reasonable steps to make sure that we keep your personal information for as long 

as it is necessary for us to provide you with the Service or other purposes set out in this Privacy 

Policy. 

 

8. Cookies and other tracking technologies 

When you use the Service, LGE and our third party partners may use cookies – small text files 

containing a string of alphanumeric characters – and other tracking technologies. LGE may use 

both session cookies and persistent cookies. A session cookie disappears after you close your 

browser. A persistent cookie remains after you close your browser and may be used by your 

browser on subsequent visits to the Service. Please note that if you delete, or choose not to 

accept cookies, you may not be able to utilize certain features of the Service to their full 

potential. 

 



When you use the Service, third parties may collect personal information about your online 

activities; these third parties may also collect personal information about your online activities 

across different websites and mobile applications over time. LGE is not responsible for this 

third party data collection. 

 

9. Opt-Out  

 

From time to time, we communicate with users who subscribe to our services via email or text 

message. For example, we may use your email address to confirm your request, to send you 

notice of payments, to send you information about changes to our Products and Service, and to 

send notices and other disclosures as required by law. Generally, users cannot opt-out of these 

communications, but they will be primarily informational in nature rather than promotional. 

 

However, we provide you the opportunity to exercise an opt-out choice if you do not want to 

receive other types of communication from us such as emails or updates from us regarding 

preventive diagnosis and maintenance services, new services and products offered on the 

Service or if you do not want us to share your personally identifiable information with third 

parties. The opt-out choice may be exercised by contacting Con Edison customer service at 1-

800-682-0152. We will process your unsubscribe as soon as possible, but please be aware that 

in some circumstances you may receive a few more messages until the unsubscribe is processed.  

 

10. Forums, Chat Rooms, and Other Public Posting Areas  

 

Please note that any information you include in a message you post to any product review board, 

chat room, forum, or other public posting area is available to anyone with an internet access. If 

you don't want people to know your e-mail address, for example, don't include it in any message 

you post publicly.  

 

 

11. Changes to this Privacy Policy  

 

This Privacy Policy may be updated by LGE from time to time, without notice, although LGE 

will inform you of any material changes through an update to the Service, and you will be 

asked to accept the update. If you do not consent to any updates to this Privacy Policy, some of 

the Service may be restricted. 

 

12. Security  

 

LGE uses commercially reasonable efforts to safeguard the confidentiality of your personal 

information. Nevertheless, due to the design of the internet, ever-changing technology, and 

other factors outside of our control, LGE cannot guarantee that communications between you 

and the LGE Servers will be free from unauthorized access by third parties or that LGE will 

not be subject to security breaches. LGE does not accept any responsibility for the disclosure 

of personal information due to errors in transmission or unauthorized or unlawful acts of third 

parties or your decision to disclose your personal information. You must also take appropriate 

steps to keep your password confidential and change it regularly. 

 

13. Contacting LGE 

 



If you have any questions about this privacy policy or our privacy practices, please contact us 

at [smart.thinq@lge.com]. All information you provide in any written communication will also 

be covered by this policy.  

 

14. YOUR CALIFORNIA PRIVACY RIGHTS  

 

Beginning on January 1, 2005, California Civil Code Section 1798.83 permits our visitors who 

are California residents to request certain information regarding LGE's disclosure of personally 

identifiable information to third parties for their direct marketing purposes. To make such a 

request, please contact us: [smart.thinq@lge.com] 

 

 

Effective Date: May, 1, 2019 

Last Updated On: May, 1, 2019 


